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1. Observations that 
are 
representatives of a 
common family of 
computations (aka 
l t )

cluster

2. Generalized definitionervations that 

entatives of a 
on family of 
tations (aka 
)

cluster

2. Generalized def 3. generalized definition
refers to the entire
cluster (its invariant and
its variation points)

4. Parameterization 
introduces additional 
details for the 
generalized definition, 
focusing at the 
variation points

6. Parameters are 
mapped to the 
original observations, 
and gaps are 
id tifi d

g p
id tifi d

parameters
variations

5. Variations are identified 
top-down in order to provide
assurance of coverage



Rank 5 means “The content of this CWE 
weakness description is based directly on the 
well-understood discernible white-box 
properties”.  
Rank 4 means “The content of this CWE 
weakness description is based on discernible 
white-box properties”.  
Rank 3 means “The content of this CWE 
weakness description is based on discernible 
white-box properties or properties that are 
believed to be derivable from them”.  
Rank 2 means “The content of this CWE 
weakness description involves properties that 
are not derivable from discernible white-box 
properties”.  
Rank 1 means “The content of this CWE 
weakness description is not discernible” 
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Resources outside of the access root 

Set of security-sensitive resources 
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%   (0x25)  
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o Exception profile is the set of exceptions 
thrown by a code fragment EP={e1, …, ek} 

o Exception signature is the set of exceptions 
declared for the try-block (in which case it 
should match the exception profile of the 
try-block) or at the method declaration (in 
which case it should match the exception 
profile of the entire method) ES={s1,…,sl} 

o Exception signature (ES) is more general 
than the exception profile (EP) of the 
corresponding code fragment if ES 
contains s which is a supertype of one or 
more ei in EP 
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